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This submission is shortened, but you can find the comprehensive submission here. 
1. [bookmark: _a0jm5mojc0h5]Introduction 
WITNESS welcomes the opportunity to comment on this case. With more than thirty years of experience supporting people who use video to defend human rights—and nearly a decade of focused work on generative AI, provenance, detection, and platform governance—we submit this comment at a moment of profound change for visual truth. The stakes are escalating rapidly, and platforms like Meta must act immediately.
WITNESS has long warned that the accelerating volume, realism, and accessibility of generative AI would fundamentally reshape how visual evidence is interpreted. That moment has arrived. Conflicts such as the Iran–Israel escalation now feature synthetic videos produced in minutes using consumer tools like Veo 3, with even more powerful systems such as OpenAI’s Sora2 and Google’s Nano Banana Pro amplifying the risks. These visuals often circulate faster than verification, overwhelming platforms and those working to establish factual reality. The video in this case illustrates the challenge: synthetic conflict footage can influence public understanding long before accurate information is available.
Our work approaches these issues from the lived experience of frontline communities. Since 2018, WITNESS has conducted global consultations with journalists, human rights defenders, fact checkers, technologists and community organisations to understand how generative AI affects their safety, documentation practices and ability to communicate truth. This work informs our human rights-based contributions to policy, product design and technical standards, including leadership in the Coalition for Content Provenance and Authenticity (C2PA).
Operationally, WITNESS launched the Deepfakes Rapid Response Force (DRRF) in 2023, the first global mechanism providing real-time assessments of suspected AI-generated content in civic and conflict contexts. DRRF findings underpin the TRIED Benchmark, a public-interest socio-technical framework evaluating AI detection tools against real-world, degraded media. WITNESS’ 2024 report on audiovisual generative AI and conflict further documents how synthetic media is reshaping information environments worldwide. 
[bookmark: _xmrjo2hzhyt7]2.1 The role AI generated mis/disinformation played in the Israel–Iran June conflict
The June 2025 escalation between Israel and Iran produced an information environment that had already been transformed by rapid advances in generative AI. The release of increasingly powerful consumer video tools meant conflict footage could be produced within minutes at a level of realism that overwhelmed conventional cues of authenticity. This was also the moment when the term “AI slop” entered widespread use, describing the industrial scale flood of synthetic visuals that circulated faster than verification systems or authoritative information could keep pace. The specific video at the centre of this case is emblematic. Although it did not depict Israel at all, it circulated widely as supposed footage of missile damage in Haifa. The clip spread during a period in which both Israeli and Iranian authorities were urging the public not to share real-time documentation of strikes. 

WITNESS’ own analysis during the conflict provides a clear example of how synthetic media directly shaped perceptions in real time. Our Deepfakes Rapid Response Force examined a widely circulated video that appeared to show a precision strike destroying the entrance to Evin prison. Although promoted by senior political figures and reported by reputable outlets, the clip shown indicators consistent with AI assisted fabrication. The stark contrast between the fabricated narrative of a clean, surgical operation and the documented reality of significant civilian harm illustrates how synthetic visuals were used to reshape the meaning of the conflict itself.

This episode sits within what our analysis for the Carnegie Endowment describes as a “fog of synthetic war”, in which state and non-state actors used AI generated content to reinforce narratives that bear little resemblance to the conditions on the ground. False claims of civilian free precision strikes by Israel circulated alongside official Iranian messaging that minimised harm, with both sides benefiting from synthetic material that appeared to confirm their preferred storyline. For ordinary Iranians experiencing connectivity blackouts imposed by Iranian authorities, misleading synthetic visuals spread far more rapidly than corrections, contributing to a distorted sense of safety for some and deepening confusion for many others.

A similar pattern is already visible in new footage: a 1 December video, shared by Israeli officials and traced by journalists to an Instagram account known for AI generated conflict scenes, shows explosion signatures that appear inconsistent with real blast dynamics. While DRRF’s forensic review is ongoing, the clip illustrates how quickly potentially synthetic material is now mobilised to shape strategic narratives, echoing patterns seen during the 12 day conflict.

Further evidence of coordinated manipulation comes from an October 2025 investigation by Citizen Lab into AI enabled influence operations targeting Iranian audiences. Their report documented networks using AI generated personas, fabricated video assets and cross-platform coordination to shape perceptions of the conflict and undermine trust in independent reporting. These findings reinforce WITNESS’ conclusion that synthetic media was not merely incidental to the conflict, but an active component of how each side contested the meaning of events at scale. Collectively, these developments reflect the dynamics identified in WITNESS’ 2024 report on audiovisual generative AI and conflict. 
[bookmark: _7mi4jb4ic0h1]2.2 Research on the prevalence and impact of AI generated mis/disinformation on platforms, particularly in armed conflict, and incentives for creating and sharing it
WITNESS’ global consultations since 2018 have consistently warned that synthetic media would inflame political and social tensions, fuel identity-based harms and overwhelm verification systems—accelerating a broader shift toward a potential zero-trust information environment.

Across recent DRRF cases, roughly one third of genuine videos assessed were publicly dismissed as AI generated, even when no indicators of synthetic manipulation were present. This pattern reflects how contested visual truth - and the ability to casually dismiss real footage as synthesized -  has already become a routine feature of public and institutional responses to evidence.

WITNESS research has shown that adversarial actors exploit the existence of generative tools both to circulate just plausible enough synthetic content and to cast doubt on authentic material. These concerns are reinforced by findings from the TRIED Benchmark, WITNESS’ public interest evaluation framework for AI detection tools, which draws on real world DRRF cases to show that deceptive AI is already pervasive in conflict and civic contexts and that existing detection systems struggle with noisy, low resolution or region specific content. This research and analysis further document cases in which detection systems have produced false positives, false negatives or contradictory results, contributing to additional layers of misinformation when detection outputs circulate without context or explanation. Together, these findings show that AI detection, when unreliable or poorly communicated, can itself become a vector of confusion in high stakes environments.
At the same time, WITNESS’ work stresses that generative AI is not solely a vector for harm. Our report on using generative AI for human rights advocacy highlights how AI assisted remixing and modification can help independent journalists and defenders to analyse complex footage, protect sensitive identities and communicate human rights abuses more effectively. Governance approaches therefore need to reduce harms from deceptive uses of synthetic media while preserving beneficial uses for those documenting violations and seeking accountability.
[bookmark: _aie9k9lc5dm8]2.3 Challenges in detecting, labelling or fact-checking AI generated content, especially during coordinated campaigns, and effectiveness of policy and product responses
Detecting, moderating and contextualizing AI generated content during conflict now exceeds the capacity of platform infrastructure. Synthetic media circulates at high speed in degraded, short or repeatedly reposted formats, reducing the reliability of automated detection systems and overwhelming fact-checking workflows. As this case shows, classifiers, review queues and external fact checkers easily fall out of alignment during fast-moving events, producing inconsistent or delayed responses.

Findings from WITNESS’ Deepfakes Rapid Response Force (DRRF) and TRIED Benchmark show that existing detection tools frequently return contradictory or inconclusive results, particularly for low quality, multilingual or region-specific content common in conflict settings. In roughly one third of evaluated DRRF cases, outputs either conflicted or produced unreliable signals. These ambiguities are routinely exploited by adversarial actors to cast doubt on authentic documentation or lend credibility to synthetic material, while late verification limits corrective impact.

Labelling and provenance systems face parallel limitations. Binary labels do not explain how AI was used, and Meta’s “AI Info” labels remain too limited to help users interpret whether content was generated, modified or simply enhanced. Provenance metadata, including C2PA Content Credentials, offers a more reliable transparency pathway, but current implementation is inconsistent: metadata is often stripped, unsupported across platforms or surfaced poorly to users. For these reasons, WITNESS stresses that detection, provenance and labelling must be part of a layered ecosystem of interoperable signals and contextual information—backed by engineering investment, transparent policy frameworks and global inclusivity in model training.

A fuller discussion and evidence base is provided in our extended submission.
[bookmark: _couy5zj8jgn1]2.4 Human rights responsibilities of social media companies in addressing adverse impacts while respecting freedom of expression and ensuring access to information
WITNESS does not take a position on whether the specific content in this case should have been removed or labelled. Our contribution focuses instead on the principles that should guide enforcement decisions when platforms assess synthetic or potentially synthetic media (longer submission contains more details). Two considerations are critical: 1) Prioritise transparency and user understanding over binary judgements; and 2) Strengthen user literacy and awareness around AI transparency tools. A rights respecting approach to enforcement in synthetic media cases should prioritise transparency, understanding, interpretability and interoperability. This ensures that decisions do not inadvertently contribute to confusion, censorship or the dismissal of authentic evidence.
2. [bookmark: _t2bkndhievib]Recommendations to Meta
Our recommendations are grouped under three headings, but are shortened for brevity. We encourage you to look through them in detail in our longer submission. 
[bookmark: _3cg1evfh870o]A. Provenance, Metadata and Labelling (Transparency Infrastructure)
1. Invest substantially in cross platform C2PA provenance implementation
2. Promote widespread adoption of Content Credentials, including when no AI is used
3. Preserve metadata in line with privacy and safety principles, and provide transparent documentation of when it is added or remove
4. Provide clear explanations of how labels are generated and applied
5. Make “AI Info” labels process based, contextual and linked to provenance

6. Ensure provenance and labelling systems follow strong interoperable and privacy preserving standards across platforms
7. Adopt a standardised reporting format for provenance and labelling signals.
8. Publish regular public metrics on provenance preservation and labelling accuracy
[bookmark: _17umbofwm44b]B. AI Detection: Evaluation and Benchmarking 
1. Strengthen and transparently evaluate detection models using real-world, globally representative content
2. Provide actionable, structured, interpretable detection outputs with uncertainty indicators
3. Build detection systems capable of identifying multiple manipulation types
4. Provide privacy preserving access to detection APIs for independent researchers
5. Invest in AI literacy and publish regular detection benchmarks and update schedules
6. Help build a more trustworthy and effective global detection ecosystem
[bookmark: _h7miirba2zad]C. Governance, Human Rights and Civil Society
1. Strengthen fact-checking and verification capacity (especially in authoritarian and high-risk information environments)
2. Strengthen independent civil society participation and oversight in provenance governance
3. Invest in user centred design, trainings and frontline informed research
4. Reinvest in fact checking partnerships and restore human review capacity
5. Enable user controls over exposure to synthetic content
6. Implement strong likeness protection policies
7. Ensure moderation responses do not reinforce authoritarian information controls
8. Publish comprehensive transparency reports across detection, labelling, provenance and fact checking
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