[image: Logo

Description automatically generated][image: A picture containing text

Description automatically generated]

Meta Oversight Board – CETaS Public Comment (May 2026)
Background
This submission response is from The Alan Turing Institute’s Centre for Emerging Technology and Security (CETaS), prepared by Sam Stockwell (Senior Research Associate at CETaS). The Alan Turing Institute is the UK’s national institute for data science and artificial intelligence. CETaS’ mission is to strengthen UK security through pioneering research on emerging technologies.
CETaS has recently conducted research exploring the role of AI information threats during election campaigns and crisis events. We therefore welcome the opportunity to provide evidence to the Meta Oversight Board’s case on this topic.
CETaS Response
The prevalence, impact and sources of deceptive AI-generated content in shaping public opinion on immigration in Europe and globally.
Over the last few years we have witnessed AI tools being increasingly exploited to spread harmful or negative narratives about immigrants in the UK. In the aftermath of the Southport murders in 2024, a series of xenophobic AI-generated images were shared on Facebook by a social media account known for anti-immigrant commentary in Europe. The content was clearly designed to incite targeted violence against certain demographic groups, with messages calling for mosques to be smashed and buildings housing “migrants,” “terrorists” and “scum” to be set on fire. 
AI music generators like Suno were also used by domestic extremist groups to create online songs combining references to Southport with xenophobic content at the time of the attacks. This included one track with an AI female voice singing lyrics such as “hunt them down”. Subsequent analysis found that xenophobic AI-generated content during the Southport riots received a disproportionately higher number of views compared with authentic posts of a similar nature. With more users being exposed to this type of material online, there is a risk that violent narratives could quickly become normalised and lead to real-world harm. 
More recently, investigative journalists have uncovered an AI-generated ‘rapper’ going viral on prominent music platforms such as Spotify with songs containing anti-immigrant lyrics. This includes unsubstantiated claims that immigration is a deliberate conspiracy: “To globalise the planet, use division for their mission”. One of the tracks from the synthetic rapper has reached the top of the iTunes hip-hop charts, while others have been cut into social media content that has been collectively viewed more than 2.7 million times. The AI-generated rapper even appeared on a large digital screen during the recent “Unite the Kingdom” rally, demonstrating the increasing overlap between the offline and online domains.
Overseas content creators have also been spreading anti-immigrant AI-generated posts specifically targeting UK audiences, with some clips receiving 20 million views. Located in countries spanning from Sri Lanka and Vietnam to the US and UAE, it is believed that while some of these users are motivated merely by money, others might be backed by hostile states such as Russia and Iran. The Mayor of London stated that this synthetic content, which often seeks to portray UK cities like London in decline due to mass immigration, has had a real effect: putting off visitors, overseas students and investors.
How social media platforms should address AI-generated harassment, hate or deception, including against politicians, while respecting freedom of expression, especially for political criticism, satire and humour, including the necessity and proportionality of removal or alternative measures to reduce dissemination.
When it comes to political content, social media platforms must shift their moderation strategies away from binary ‘delete or keep’ decisions to more nuanced enforcement frameworks that protect cases involving satire and humour. Automated AI moderation systems tend to struggle with intent, nuance and cultural context – meaning platforms must apply different enforcement thresholds based on the specific type and severity of AI-generated content. 
Removal can be justified when synthetic content causes severe, irreversible real-world harm that cannot be mitigated by other means. For example, AI-generated material that fabricates public safety emergencies, promotes violence or provides false logistical data regarding voting poses a direct threat to democratic stability and requires rapid removal. 
For content targeting political figures, a wider range of measures are needed to protect freedom of expression regarding political criticism. If the content is clearly designed to incite harm or unfairly discriminate against a political figure – such as through false claims of criminal activity or withdrawal from an election race – then removal would be justified. 
In other borderline cases, where there is highly viral but disputed synthetic content, adding a warning label (e.g. “this media has been identified as digitally altered”) that requires a user to click through before viewing provides a friction barrier without the need for a formal ban. Evidence suggests that these methods can improve accuracy, discernment and sharing intentions among users.
Beyond these specific cases however, platforms should also apply alternative measures that focus on providing users with transparency over the source of political content. Cryptographic standards like C2PA (Coalition for Content Provenance and Authenticity) allow online platforms to display information directly to a user on whether a video is verified as synthetic or heavily modified. This allows the user to be more informed without censoring the material. 
In particular, satirical deepfakes, parodies, and comedic voice clones should generally not be subjected to removal or down-ranking – provided they do not cross into targeted harassment or deliberate electoral subversion. Instead, platforms should require creators to self-declare when content is AI-generated for such purposes. If they fail to do so and the content risks misleading a reasonable observer, the platform should apply a clear ‘parody’ or ‘satire’ label rather than removing the content.
Alongside labelling and provenance strategies, platforms can also adjust the underlying recommender algorithms to reduce the virality of deceptive AI-generated content. Such material can be systematically removed from recommendation feeds and search trends, reducing its velocity while keeping it accessible via direct search or profile links. Some platforms have already integrated these changes in their community guidelines, with unverified information about crises, major civic events or content temporarily under review by fact-checkers being ineligible on personal feeds.
If and how platform policy and design choices can create incentives, including through monetisation and recommendations, for people to share deceptive AI-generated content and how to mitigate or prevent adverse human rights impacts from them.  
The viral spread of deceptive AI-generated content is frequently driven by economic incentives that actively reward the production and distribution of synthetic media.
Algorithms currently reward and amplify posts that garner long watch times, direct message shares and rewatches. Since hyper-realistic or sensationalised AI-generated media (e.g. a deepfake of a politician saying something controversial) often trigger strong emotional reactions, they achieve an exceptionally high score. More worryingly, AI-generated material that is visibly watermarked with a label tends to trigger distribution penalties and suppresses reach. This therefore incentivises content creators to remove such disclosures, undermining user transparency. 
In terms of financial incentives, generative AI tools allow bot farms, disinformation networks and individual opportunists to produce thousands of realistic, emotionally charged videos, audio clips, or images daily at near-zero marginal cost. Even if a platform's ad-share system pays only a small amount per view, an industrial-scale operation deploying hundreds of automated, AI-driven accounts can generate significant passive ad revenue. For example, one Sri Lankan content creator uploading divisive AI-generated posts targeting UK audiences was able to earn $300,000 running these types of pages. When policy design focuses on view counts rather than content provenance, deceptive media becomes a highly economically viable option.
Some platforms have introduced policies to immediately demonetise or exclude content creators from ad-share programmes if they repeatedly publish deceptive, unlabelled AI content on critical issues such as live conflicts. Removing the financial incentive effectively targets foreign and domestic click farms that weaponise anti-immigration or political narratives purely for ad revenue.
Other policies could include platforms deploying algorithmic “circuit breakers” during  high-stakes scenarios for human rights – including elections, humanitarian crises or outbreaks of civil unrest. This involves temporarily turning down the weight of emotional engagement signals (e.g. shares or comments) and elevating the weight of semantic content credentials and authoritative, human-vetted sources for highly sensitive keyword categories.
How deepfake techniques are used in harassment campaigns against people who speak out on controversial issues, including politicians, and the broader impacts of deceptive AI-generated attacks to discredit people on access to information and political participation.
As the barriers for creating high-fidelity content mimicking the likeness of specific individuals are lowered through the widespread availability of generative AI tools, threat actors can now humiliate targets, manipulate public perception and erode democratic participation with greater ease.
Research indicates that the vast majority of deepfake videos online are non-consensual pornography, and women in public-facing roles – including politicians, journalists, and activists – are disproportionately targeted. During the 2024 UK general election, a website containing 400 deepfake pornographic smears targeting more than 30 high-profile UK politicians was uncovered. Many of the politicians depicted in these fake videos expressed how they found it “violating” and felt “sick”. Through these actions, attackers can cause severe personal distress, undermine professional credibility and weaponise societal stigmas to force the target out of public life.
Alongside non-consensual intimate imagery, audio deepfakes are exceptionally cheap to produce and difficult for automated systems to detect in real time. Attackers require only a few minutes of high-quality reference audio – such as a politician's public speeches or media interviews – to train a voice-cloning model.
These clones are used to generate fake leaked recordings where the politician appears to make derogatory statements, express corruption or admit to illegal activities. Since voice leaks often feel intimate and unmediated, they can trigger rapid public outrage before a formal forensic analysis can verify the file as synthetic. In late 2023, a deepfake audio clip of London Mayor Sir Sadiq Khan went viral. Intended to sound like a secret recording, the audio clip falsely suggested that the Mayor was disparaging Remembrance weekend with an expletive and calling for pro-Palestinian marches, planned for the same day, to take precedence. In the aftermath of the incident, the Mayor highlighted that the audio clip almost caused “serious [public] disorder”, triggering a spike in hateful comments and being shared rapidly by extremist groups.
The systemic proliferation of synthetic media fundamentally is also altering how the public interact with information, creating systemic vulnerabilities in the digital information ecosystem. As the public becomes increasingly aware that video, audio, and images can be perfectly simulated, a corruptive side effect emerges: the liar's dividend. Public figures caught in genuine misconduct can simply dismiss authentic video or audio evidence as an “AI deepfake”. Following nationwide protests in Iran against the country’s regime in January 2026, regime-aligned accounts began dismissing authentic images from the protests as AI-generated – including cases where there were credible claims of human rights violations. In a separate case, an audio recording of an Indian politician allegedly accusing his own party members of corruption was dismissed as a deepfake, despite detection tools and experts strongly suggesting it was authentic.
Finally, when citizens are constantly forced to evaluate whether a piece of breaking news is synthetic, they experience “cognitive fatigue”. This frequently leads to systematic cynicism, where individuals stop trying to verify facts altogether and instead default to information that merely confirms their pre-existing political biases. Deepfake content doesn't need to be believed to have influence; it just needs to resonate with a person’s worldviews, justify their grievances or validate their identity. Analysis of deceptive AI-generated content from the 2025 Dutch parliamentary elections found that the majority of material was designed to provoke, entertain or ridicule – feeding into propagandistic narratives. Additionally, our own analysis of viral deepfakes from the 2024 US presidential election revealed that the most influential accounts consuming and amplifying this content were those who showed signs of pre-existing beliefs aligned with the underlying narratives. 
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