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This submission will tackle the question of how social media platforms should address AI generated harassment, hate or deception, including against politicians, while respecting freedom of expression, especially for satire, humour and  political criticism. It will also take account of the necessity and proportionality of removal or alternative measures to reduce dissemination under international human rights law.

The decision at stake is about the misrepresentation of a local politician’s views on immigration and fits under the category of deception or disinformation.[footnoteRef:1] Unlike restrictions on hate speech, which should be addressed under Article 20 of the International Covenant on Civil and Political Rights (ICCPR), international human rights law does not provide for lex specialis when it comes to restrictions for dis-and mis-information.[footnoteRef:2] Such restrictions could, however, be permissible bearing in mind the tripartite test under Article 19 ICCPR. The three components of this test are: [1:  Although there is no universally accepted legal definition of disinformation under international human rights law, the working definition this submission proposes is based on UN Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, Irene Khan’s proposed definition. Thus, disinformation is framed as “false information that is disseminated intentionally to cause serious social harm.”]  [2:  This is without prejudice to the fact that important overlaps might exist in certain circumstances. See Lisa Ginsborg, ‘International Human Rights Law and the Legal Regulation of Disinformation’, pp78-79. Moreover, whereas states might regulate false information through defamation law, social media companies have developed bullying and harassment community standards to do so. ] 


1) Legality: The Bullying and Harassment Community Standard of Meta does not explicitly refer to cases of deceptive or misleading information as a form of bullying and harassment. The increased use of deep fakes (during elections) might warrant restrictions to freedom of expression in the interest of preventing harassment. Therefore, the Oversight Board (OB) should consider recommending to Meta to include deceptive or misleading information about politicians as a form of harassment that warrants restrictions to freedom of expression. 
Women politicians in particular suffer from harassment.[footnoteRef:3] In the pending decision at hand, the safety of the female politician might be at stake if she is misrepresented to support rape as there might be radical responses to such a stance. Moreover, although the depicted politician was not up for re-election in 2026, episodes of deceptive information being published against her might have a deterrent effect on her re-election efforts in the future.[footnoteRef:4] [3:  See https://www.kcl.ac.uk/news/women-politicians-face-double-burden-of-online-toxicity; https://committees.parliament.uk/writtenevidence/135791/html/; ]  [4:  https://cepr.org/voxeu/columns/violence-against-female-politicians. ] 

Currently, the misinformation policy of the company fails on the legality prong. Under Meta’s misinformation community standard, the company removes misinformation where it is likely to directly contribute to the risk of imminent physical harm but also removes content that is likely to directly contribute to interference with the functioning of political processes. The OB can urge Meta to clarify when deep fakes can contribute to interference with the functioning of democracy and would therefore need removal, and under which circumstances such content can fall under the category of manipulated media that warrants an informative label. 
Equally important, the community standard on misinformation states that “For all other misinformation, [Meta] focus on reducing its prevalence or creating an environment that fosters a productive dialogue”. The OB can require more details from Meta on when the company should employ demotion[footnoteRef:5] as a less intrusive technique that balances out freedom of expression with preventing harm in cases of disinformation.  [5:  Jeffrey Howard and Beatriz Kira, ‘Remove or Reduce: Demotion, Content Moderation, and Human Rights’, available at: https://link.springer.com/article/10.1007/s10982-026-09557-8. ] 


2) Legitimate aim: Under Article 19.3 of the ICCPR, interferences must pursue one or more legitimate aims, such as protection of the rights and reputation of others. The regulation of deepfake content aimed at political impersonation can be framed in terms of protecting the reputation and privacy of the impersonated politician (under Article 17 ICCPR). Moreover, as the OB held in its previous decision on the Altered Video of President Biden, “protecting the right to vote and to take part in the conduct of public affairs is a legitimate aim that Meta’s Manipulated Media policy can legitimately pursue (Article 25, ICCPR). Protecting the right to vote and to take part in the conduct of public affairs can justify taking measures against manipulated media, so long as Meta specifies the objectives of these measures and they are necessary and proportionate.” 

3) Necessity and Proportionality: As the OB, quoting General Comment 34, held in its prior decision on the Altered Video of President Biden “Proportionality requires that any restriction ‘must be the least intrusive instrument amongst those which might achieve their protective function’”. Whereas restrictions to freedom of expression in the interest of preventing individual and social harm are warranted in the present case, deleting the post might be problematic as the post could be used for evidence in a future libel case. It can be used by the politician herself to raise awareness by debunking the smear campaign against her. Therefore, labelling the post and demoting the content could be measures that are both necessary and proportionate for dealing with the decision at hand. 
However, with the advancement of technology deepfakes might reach a level of authenticity that increases the potential harms involved in their dissemination. Therefore, the Board should monitor similar decisions in the future and might need to start removing such content altogether in future instances. In the case at hand, we urge the Board to recommend Meta makes changes to the Trusted Partners system, strengthening the third-party fact checkers (where available) that the company deploys to spot misinformation. This means relying not only on automated detection tools, but also on human oversight, and considering the context of use. 
As mentioned above, the post, although not a direct election interference, could have serious downstream effects on the functioning of political processes by dissuading the female politician from running for re-election, also affecting her ratings and ongoing mandate. Beyond direct election interference, deep fakes cause cumulative social harm by eroding trust in institutions and promoting overall nihilism about politics. “Nihilism says that the real threat that deepfakes pose for democracy is that their existence counts against reforming current politics to be more truth-oriented”.[footnoteRef:6] [6:  Dan Cavedon Taylor, ‘Deepfakes and Democracy: A Catch-22?’, available at: https://www.cambridge.org/core/journals/journal-of-the-american-philosophical-association/article/deepfakes-and-democracy-a-catch22/BDC230B14D823B352D0DE0D217EC1572. ] 
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